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Beware of new Facebook online shopping scam 

Do not trust any QR code claiming to process a refund 
 

 

The Judiciary Police (PJ) has recently 

detected that fraudsters are creating 

Facebook pages impersonating local travel 

agencies or specialty food shops. They then 

publish scam advertisements offering 

buffet vouchers, steak products and other 

goods at discounted prices, luring residents 

into making payments via MPay. 

 

 

The fraudsters later claim that the “buffet is fully booked” or that “stock is 

insufficient,” and falsely state that a refund must be arranged. They instruct victims to 

scan an unknown QR code and enter their password to complete a so‑called “refund 

registration.” In reality, by following these instructions, the victim is authorizing their 

MPay account to be bound to a third‑party shopping platform, enabling the fraudsters to 

use that account for purchases. As a result, victims not only lose the original “payment 

for goods,” but also suffer additional financial losses. 

 

 

Between 22 and 24 June 2026, the Judiciary Police received reports from 10 

residents, with losses ranging from MOP 410 to MOP 17,383, amounting to a total loss 

of approximately MOP 52,000. 
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The Anti-Fraud Coordination Centre of the Judiciary Police reminds the public: 

 

1. Exercise caution when shopping online. For products advertised at unusually low 

prices, verify their authenticity with the physical merchant before making any 

transaction. 

 

2. Never scan QR codes from unknown sources to avoid unauthorized access to your 

electronic payment accounts. 

 

3. Adjust the spending limit of your electronic payment accounts according to your 

online shopping habits to reduce potential risks. 

 

4. If in doubt, use the Judiciary Police "Anti-Fraud App" to check the risk index, or 

call the PJ anti-fraud enquiry hotline at 8800 7777 or the crime report hotline at 993 

for assistance. 

 


